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1. Policy Statement
Afro Innovation Group (AIG) is committed to protecting the personal data of our beneficiaries, staff, volunteers, partners, funders, and all individuals we work with. We process personal data lawfully, fairly, and transparently in accordance with:
· UK General Data Protection Regulation (UK GDPR)
· Data Protection Act 2018
· Privacy and Electronic Communications Regulations (PECR)
· Information Commissioner’s Office (ICO) Code of Practice
This policy ensures that AIG meets its legal obligations and demonstrates accountability in how we collect, store, use, and share personal information.
2. Purpose of the Policy
This policy aims to ensure that AIG:
· Handles personal data responsibly, securely, and lawfully
· Protects individuals’ rights, privacy, and confidentiality
· Provides clear guidance to staff and volunteers
· Maintains organisational compliance with data protection legislation
· Ensures transparency in how we use personal information

3. Scope
This policy applies to:
· All AIG employees
· Volunteers and interns
· Trustees and board members
· Contractors and partner organisations processing data on AIG’s behalf
It covers all personal data processed by AIG in any form (paper, digital, email, cloud, audio, photography, video, online platforms, and mobile devices).

4. Definitions
Personal Data:
Any information relating to an identified or identifiable person.
Special Category Data:
Includes: race/ethnicity, health information, immigration status, religious beliefs, biometrics, political opinions, sexual orientation.
Processing:
Any action performed on personal data, including collecting, storing, sharing, deleting, recording, or analysing.
Data Subject:
The individual whose data is being processed.
Data Controller:
AIG, determining why and how personal data is processed.
Data Processor:
Any organisation or individual processing data on AIG’s behalf.
Data Breach:
Any incident leading to accidental or unlawful loss, disclosure, destruction, or access to data.
5. Data Protection Principles
AIG adheres to the seven principles of UK GDPR. Personal data must be:
1. Processed lawfully, fairly, and transparently
2. Collected for specified, explicit, legitimate purposes
3. Adequate, relevant, and limited (data minimisation)
4. Accurate and kept up to date
5. Stored no longer than necessary
6. Processed securely
7. Demonstrably compliant (accountability)
6. Lawful Bases for Processing
AIG uses the following lawful bases:
· Consent – freely given, informed, specific, and recorded
· Contract – required for service delivery
· Legal obligation – safeguarding, employment law, immigration compliance
· Vital interests – to protect life or prevent serious harm
· Public task – where delivering funded community services
· Legitimate interests – for organisational administration where privacy impact is low
Special category data (e.g. ethnicity, health, immigration vulnerability) is processed only where an additional condition applies:
· Explicit consent
· Necessary for safeguarding
· Necessary for substantial public interest (charity service delivery, equality monitoring)
7. How AIG Collects and Uses Personal Data
AIG collects personal data through:
· Referral forms
· Casework and support assessments
· Safeguarding disclosures
· Employment and volunteer recruitment
· Monitoring and evaluation forms
· Online platforms, WhatsApp groups, website forms
· Event sign-ins
Data is used for:
· Providing advice, support, welfare services, and casework
· Safeguarding children, young people, and vulnerable adults
· Communication and engagement with service users
· Monitoring, reporting, and funding compliance
· Staff and volunteer administration
· Improving AIG services
· Legal and regulatory compliance

8. Children’s Data
AIG processes children’s data in accordance with:
· Children Act 1989 / 2004
· Working Together to Safeguard Children (2023)
· Age-appropriate privacy and communication standards
Parental/guardian consent is required except in safeguarding or high-risk situations.
9. Data Minimisation
AIG commits to:
· Only collecting essential data
· Not requesting unnecessary or excessive information
· Ensuring access is restricted by role
· Regularly reviewing data logs
10. Data Sharing
AIG may share data when necessary with:
· Local authorities
· Health services
· Police
· Home Office / immigration stakeholders (only with consent or legal duty)
· Funders (anonymised where possible)
· Referral partners
· Cloud service providers under contract
Data is never sold to third parties.
Data sharing always follows:
· UK GDPR lawful basis
· Need-to-know principle
· Safeguarding and risk considerations
· Data sharing agreements where relevant
11. Data Security
AIG ensures:
Physical security
· Lockable filing cabinets
· Secure office access
· Controlled visitor entry
Digital security
· Encrypted devices
· Password protection
· Two-factor authentication
· Restricted access to safeguarding and case files
· Secure backups
· Regular patching and software updates
Staff responsibilities
· Use organisational devices or secure systems
· Avoid storing sensitive data on personal phones
· Use encrypted communication tools for casework
· Secure handling of printed documents
12. Data Retention and Disposal
AIG follows a structured retention schedule:
	Data Type
	Retention Period

	Casework records
	6 years after last contact

	Safeguarding files
	Until the person turns 25 (children) or 6 years for adults

	HR & personnel files
	6 years after employment ends

	Volunteer records
	3 years

	Financial records
	6 years (legal requirement)

	CCTV/photographs
	As per consent or 30 days for CCTV


Secure disposal methods include:
· Shredding
· Secure digital deletion
· Decommissioning of devices
13. Data Subject Rights
Individuals have the following rights:
· Right to be informed
· Right of access (Subject Access Requests)
· Right to rectification
· Right to erasure (‘right to be forgotten’)
· Right to restrict processing
· Right to data portability
· Right to object
· Rights regarding automated decision-making
AIG will respond to requests within one month.

14. Data Breaches
All staff must report breaches immediately to the DPL.
A data breach includes:
· Lost files
· Emails sent to wrong recipients
· Unauthorised disclosure
· Insecure devices
· Cybersecurity incidents
The Data Protection Lead must:
1. Assess the risk
2. Contain the breach
3. Record it in the breach log
4. Notify ICO within 72 hours if necessary
5. Inform affected individuals where there is high risk
15. Training
AIG ensures:
· Mandatory GDPR induction for all staff and volunteers
· Annual GDPR refresher training
· Additional training for staff handling special category data
· Data security updates and guidance
Training records are maintained.
16. Data Protection by Design and Default
AIG applies privacy principles to every project:
· Data minimisation in new systems
· DPIAs (Data Protection Impact Assessments) for high-risk processing
· Privacy notices for all new forms and digital tools
· Security and consent considerations in all new programmes
17. Privacy Notices
AIG will provide privacy notices that:
· Explain what data is collected
· Describe how it is used
· Outline lawful bases
· Inform individuals of their rights
· Provide DPL contact information
Separate notices can be provided for:
· Service users
· Children and families
· Staff
· Volunteers
· Fundraising and communications
18. Monitoring and Review
This policy will be reviewed:
· Annually
· Following major organisational changes
· After significant legal updates
· After any data breach that identifies changes needed
19. Approval
Signed: _[image: ]________
Date: 09/2025
Next Review Date: 09/2026
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